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Rust Takes Us to 
the New Age of 

Software Development



✦ Software scientist 

‣ Solid theories for real-world practice

✦ Loves & studies Rust 

‣ Rust is fun

✦ Loves music 

‣ Esp. improvisation

About Me
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At ACM PLDI 2022

MATSUSHITA Yusuke



More about Me
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Lecturer at IPA Security Camp 2024
Japan Bach Concours 2022 

Gold Prize

Got a Ph.D. in 2024 at 
the Dept. of Computer Science, 

GS of IST, the University of Tokyo

Supervised by Prof. Naoki Kobayashi

S15 Rust Program Verification Seminar
Ricercar a 3, the Musical Offering

https://x.com/security_camp/status/1823895410362212466


✦ Tells you the fun of Rust 

‣ Esp. regarding ownership types & formal verification

This Talk
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Questions for you
Why do so many software engineers love Rust?
What is Rust in light of history?  How will Rust change the future?

#0  Software Science    #1  The Rust Language 
#2  Rust’s Ownership Types    #3  Formal Verification for Rust

Outline



#0 

Software Science



✦ ~300 BC　Algorithm 

‣ Euclidean algorithm, in Ancient Greece
- For computing GCDs

✦ ~150 BC　Analog computer 

‣ Antikythera mechanism, in Ancient Greece
- Can compute astronomical positions 

and eclipses, allegedly

Ancient History of Computation
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Euclid’s «Elements»

Antikythera mechanism

Marsyas, CC BY 2.5

https://en.wikipedia.org/wiki/File:P._Oxy._I_29.jpg
https://en.wikipedia.org/wiki/File:NAMA_Machine_d'Anticyth%C3%A8re_1.jpg


✦ 1804　Programming 

‣ Jacquard Loom, in the industrial revolution
- Punched cards for complex weaving patterns

✦ 1945　Digital computer 

‣ ENIAC, towards the end of WWII
- Financed by the US Army

- Used for research on hydrogen bombs

Modern History of Computation
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Stephencdickson, CC BY-SA 4.0

Jacuqard Loom

ENIAC

https://commons.wikimedia.org/wiki/File:A_Jacquard_loom_showing_information_punchcards,_National_Museum_of_Scotland.jpg
https://commons.wikimedia.org/wiki/File:Glen_Beck_and_Betty_Snyder_program_the_ENIAC_in_building_328_at_the_Ballistic_Research_Laboratory.jpg


✦ Software = Complex of programs, specs, etc. 

‣ Instructs computers to achieve high-level goals

✦ Bug = Design error in software 

✦ Bugs can cost 

‣ Example: NASA’s Venus flyby Mariner 1 in 1962
- Launch failure due to a spec bug, ~$200M loss

Software & Bugs
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Launch of Mariner 1

“Bug” in a computer

https://commons.wikimedia.org/wiki/File:Atlas_Agena_with_Mariner_1.jpg
https://commons.wikimedia.org/wiki/File:First_Computer_Bug,_1945.jpg


✦ Solid methodologies for 
building high-quality software 

‣ Margaret Hamilton, who led the development 
of software for NASA’s Apollo 11 in the 1960s, 
advocated the name “software engineering”

✦ Core goal: Avoid critical bugs 

‣ Approaches: Programming languages, Types, 
Software testing & verification, Fail-safety, …

Software Engineering & Science
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Margaret Hamilton

NASA has a team for 
studying formal methods

https://commons.wikimedia.org/wiki/File:Margaret_Hamilton_in_action.jpg
https://shemesh.larc.nasa.gov/fm/fm-atm.html
https://commons.wikimedia.org/wiki/File:NASA_logo.svg


✦ 1940’s　Physical settings 

‣ Plugboard wiring, switches, etc.

✦ 1947　Assembly languages 

‣ Wrapper of machine code

✦ 1952　Programming languages 

‣ High-level abstraction

‣ Various designs have been explored

History of Programming
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Assembly language

CC BY-SA 3.0 
Zvezdica2816

1958
ALGOL C

1972
Python

1991

1995
Java
2009
Go
and so on …

Programmers of ENIAC
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✦ Labels that describe kinds, attributes, etc. 

‣ A systematic way to prevent bugs in programs

‣ Static, compile-time vs. Dynamic, run-time

‣ Key topic in software engineering & science

Types in Programming Languages
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123 : Int

"Hello" : String

Program Type check Machine execution

1 + 2

1 + "2"

PASS

TYPE ERROR

3

0xBEEF1? "12"?
BUGInt & String can’t be added



✦ 1903　Russel’s work on types for logic 

‣ To avoid Russel’s paradox, caused by the set 

✦ 1940　Church’s simply typed lambda calculus 

‣ Types for a well-behaved formal model of computation

✦ 1958　Types for programming languages 

‣ For preventing bugs in software development

{S ∣ S ∉ S}

History of Types
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Bertrand Russel

Alonzo Church
Algol 58 Report, CACM

https://commons.wikimedia.org/wiki/File:Russell1907-2.jpg
https://en.wikipedia.org/wiki/File:Alonzo_Church.jpg
https://www.softwarepreservation.org/projects/ALGOL/report/Algol58_preliminary_report_CACM.pdf/


✦ Types can tell value information 

‣ E.g.,  {a:{b:0,c:7}} : {a:{b:0,c:number}} 

✦ Types can tell side effects 

‣ E.g.,  getLine : IO String  (c.f.  "Hi" : String)

✦ Types can be propositions 

‣ E.g.,  add_comm : ∀ m n, m + n = n + m

‣ Curry-Howard correspondence

Types Can Be Really Rich

14

1990
Haskell

2012
TypeScript

1989
Coq
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✦ Proving that the software satisfies the specs 

‣ A rigorous way to eradicate software bugs

‣ Practically used in critical domains
- Esp. in aerospace, systems & financial software

✦ A central topic in software science 

‣ Program logics, especially Hoare Logic (1969)
- Dijkstra’s weakest precondition calculus (1975)

‣ Advanced types can also be used

Formal Verification
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Tony Hoare

Rama 
CC BY-SA 2.0 FR

Edger Dijkstra

Hamilton Richards 
CC BY-SA 3.0

https://shemesh.larc.nasa.gov/fm/fm-atm.html
https://commons.wikimedia.org/wiki/File:NASA_logo.svg
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https://en.wikipedia.org/wiki/File:Edsger_Wybe_Dijkstra.jpg


#1 

The Rust Language



✦ Rust is performative, reliable, and productive 

‣ Low-level memory & thread controls like C/C++

‣ High-level memory & thread safety by innovative ownership types

‣ Modern language features & ecosystem

The Rust Language Is Hot
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C
1972

C++
1985

Rust
2015

Rust has been the most 
admired language for 9 years

https://www.rust-lang.org/
https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/
https://rustacean.net/
https://upload.wikimedia.org/wikipedia/commons/0/0e/The_C_Programming_Language,_First_Edition_Cover.svg
https://commons.wikimedia.org/wiki/File:ISO_C++_Logo.svg
https://survey.stackoverflow.co/2024/technology#2-programming-scripting-and-markup-languages
https://survey.stackoverflow.co/2024/technology#2-programming-scripting-and-markup-languages


✦ Memory causes critical bugs 

‣ Use after free, buffer overflows, …

‣ OpenSSL’s Heartbleed bug in 2012 
caused buffer over-reads

‣ ~70% of the zero-day attacks were due to 
memory corruption (Google Zero 2019)

✦ Multithreading is super tricky 

‣ Some thread execution timing can cause 
critical errors, but that is hard to test/detect

Why Memory & Thread Safety?

18

Heartbleed bug

Zero-day attacks in the wild
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✦ Google’s Android OS 

‣ Adopted Rust, reduced vulnerabilities

✦ Mozilla’s Firefox Web Browser 

‣ Rust was born from and raised by Mozilla

✦ Security & performance 

‣ VMs: AWS’s Firecracker, Google’s crosvm

‣ Language engines: Deno (JavaScript), Wasmer (Wasm)

Rust in Real-World Software
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https://firecracker-microvm.github.io/
https://deno.com/
https://github.com/google/crosvm
https://wasmer.io/
https://www.mozilla.org/en-US/firefox/
https://www.mozilla.org/en-US/
https://www.android.com/
https://security.googleblog.com/2022/12/memory-safe-languages-in-android-13.html
https://security.googleblog.com/2022/12/memory-safe-languages-in-android-13.html
https://www.google.com/
https://aws.amazon.com/


✦ NPO for stewarding Rust & its ecosystem 

‣ Founded in 2021 by AWS, Google, Huawei, Microsoft & Mozilla, 
and sponsored by Meta, Arm, Dropbox, JetBrains, …

‣ Actively donated by tech companies

Rust Foundation
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✦ A survey on >1k Google software engineers in 2022 

‣ ~67% got confident in writing Rust 
just in 2 months

‣ Over 50% felt as productive in Rust 
as in other languages in 4 months

‣ ~85% felt more confident in correctness 
in Rust than in other languages

‣ The top challenges in learning Rust were 
macros, ownership/borrowing & async

Rust for Google Software Engineers
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https://opensource.googleblog.com/2023/06/rust-fact-vs-fiction-5-insights-from-googles-rust-journey-2022.html
https://www.google.com/
https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/


✦ Rust has energetic contributors 

‣ Language design, semantics, documentation, …

Rust’s Community Is Vibrant
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Rust’s core contributors

RustFest

Open discussions
Documentation

https://www.rust-lang.org/community
https://www.rust-lang.org/governance/teams/leadership-council
https://www.rust-lang.org/governance/teams/lang
https://www.rust-lang.org/governance/teams/lang
https://github.com/rust-lang/rust/issues/57640
https://rust-book.cs.brown.edu/ch04-02-references-and-borrowing.html
https://rust-book.cs.brown.edu/ch04-05-ownership-recap.html
https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/


✦ Performance — Comparable to C/C++ 

‣ Direct memory & thread operations, no garbage collection

✦ Safety — Unprecedentedly high 

‣ High-level memory & thread safety by innovative ownership types
- The first mainstream language with ownership types

✦ Productivity — By modern features & ecosystem 

‣ Type inferences, traits, hygienic macros, … / Package managers, LSP, …

Good Things about Rust
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https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/


✦ Rust Playground https://play.rust-lang.org/

Let’s Try Rust Out
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https://play.rust-lang.org/
https://play.rust-lang.org/?version=stable&mode=debug&edition=2021&gist=cfa30b23556551cc3871f032102df54c
https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/


✦ The Rust Book: Standard and comprehensive 

‣ An experimental version with visualization is also available

✦ The Rustonomicon: Digs into Unsafe Rust

How to Learn Rust

25
An experimental version of the Rust Book The Rustonomicon

https://doc.rust-lang.org/book/
https://doc.rust-lang.org/nomicon/
https://rust-book.cs.brown.edu/ch04-02-references-and-borrowing.html
https://rust-book.cs.brown.edu/ch04-05-ownership-recap.html
https://doc.rust-lang.org/nomicon/meet-safe-and-unsafe.html


#2 

Rust’s Ownership Types



✦ To overcome difficulties, divide them if possible 

‣ Then combine the reasoning about the divided parts

‣ Modularity & Composability → Scalability

Big Theme: Divide Difficulties
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René Descartes

Discourse on the Method, Part II

The second, to divide each of 
the difficulties under examination 
into as many parts as possible, 

and as might be necessary 
for its adequate solution.

https://commons.wikimedia.org/wiki/File:Frans_Hals_-_Portret_van_Ren%C3%A9_Descartes.jpg
https://en.wikisource.org/wiki/Discourse_on_the_Method/Part_2
https://en.wikisource.org/wiki/Discourse_on_the_Method/Part_2


✦ Ideally, everything is just persistent 

‣ The metaphysical world of the Platonic Ideas

‣ Usual mathematics works in this setting

✦ Physical computation breaks things 

‣ Inevitably deals with mutable state, 
e.g., the memory and the environment

‣ Reasoning about mutable state is hard
- Naive reasoning can break by state update

Difficulties in Computation: Mutable State
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Plato

https://commons.wikimedia.org/wiki/File:Head_Platon_Glyptothek_Munich_548.jpg
https://commons.wikimedia.org/wiki/File:Two_women_operating_ENIAC_(full_resolution).jpg


✦ Logic with non-persistent propositions 

‣ Can reason about mutable state
- Applications to computer science

Girard’s Linear Logic
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Jean-Yves Girard
CC BY-SA 4.0 UTLS
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89

2

Girard «Linear Logic»
Theoretical Computer Science 1987
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✦ Rust’s ownership types originate from academic studies 

‣ Especially under a strong influence of Cyclone, a safe dialect of C

Linear Logic to Rust’s Ownership Types

30

CC BY-SA 4.0 UTLS

Linear Logic
Girard 1987

Region Types
Tofte & Talpin 1997

Cf. Curry-Howard correspondence
Propositions ⇔ Types

Ownership Types
Clarke+ 1998

Linear Types
Wadler 1990

Cyclone
Grossman+ 2002

Borrows

Rust
2015

The first mainstream language 
with ownership types
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https://en.wikipedia.org/wiki/File:Girard.jpg
https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/
http://girard.perso.math.cnrs.fr/linear.pdf


✦ In principle, each region is either aliased xor mutable 

‣ No data races → Memory & thread safety

✦ Ownership = Access permission

Basic Principle: Aliasing XOR Mutability (AXM)

31

Aliased & Immutable Mutable & Exclusive
Read-only Writable

Unique



✦ Aliased mutable state is the core source of bugs 

‣ It can cause critical data races

Aliasing AND Mutability Is Dangerous

32

Example
vector<int> v { 0, 1, 2 };  int *p = &v[0]; 
v.push_back(3);   *p = 7;  // Data race! 
printf("%d\n", v[0]); // Prints 0, not 7

v = ptr cap len

0 1 2 0 1 2 3
p

7
Reallocation

A dangling pointer caused by a data race

Dangling pointer
This can even cause 
a buffer overflow!Aliasing

https://commons.wikimedia.org/wiki/File:ISO_C++_Logo.svg


✦ Rust’s ownership types ban Aliasing AND Mutability 

‣ No data races → Memory & thread safety

Rust Bans Aliasing AND Mutability

33

let mut v = vec![0, 1, 2];  let p = &mut v[0]; 
v.push(3);   *p = 7;  // OWNERSHIP ERROR 
println!("{}", v[0]);

error[E0499]: cannot borrow `v` as mutable more than once at a time 
  | ...;  let p = &mut v[0]; 
  |                    - first mutable borrow occurs here 
  | v.push(3);   *p = 7;  // Data race! 
  | ^            ------ first borrow later used here 
  | second mutable borrow occurs here

Rejected

Example

https://play.rust-lang.org/?version=stable&mode=debug&edition=2021&gist=8f2f1bde6e610dc3445803020e167598
https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/
https://play.rust-lang.org/?version=stable&mode=debug&edition=2021&gist=8f2f1bde6e610dc3445803020e167598


✦ Statically checks Aliasing XOR Mutability 

‣ Guarantees: No data races → Memory & thread safety

‣ Automated, lightweight, and programmer-friendly

✦ 3 keys to success: Borrows, Unsafe, Interior mutability 

‣ What makes Rust different from more traditional approaches

Overview of Rust’s Ownership Type System
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Linear Logic Region Types
Ownership Types

Linear Types
Cyclone Rust

Unique 
evolution

https://foundation.rust-lang.org/policies/logo-policy-and-media-guide/


✦ Temporarily borrow ownership 

‣ No direct communications is needed when releasing ownership

Rust’s Key #1: Borrows

35

Owner

Mutable Reference

Mutable Borrow

Releases 
ownership

Retrieves ownershipExclusively owns a region

Can freely update the region

Lifetime

Automatically 
returns ownership

t(Release) ≤ Lifetime

T

&α mut T

α

Timing Restriction



✦ Various high-level operations on borrows are provided

Operations on Borrows

36

Sharing

Reborrow

Subdivision

&α T &α T
&α T

&α mut T

&α mut T
&α mut U1

&α mut U2

&α mut T

&β mut T



✦ Automatic static checking on borrows 

‣ Esp. the timing restriction t(Release) ≤ Lifetime

✦ Actively evolving over time 

‣ Older (–2018) — Scope-based, lexical lifetimes
- t(Release) is the end of the scope

‣ Now — Non-lexical lifetimes by Niko Matsakis
- t(Release) is inferred by liveness analysis

‣ Future? — “Borrow checker within”
- More info in types, self-borrows supported

Borrow Checking

37

Niko Matsakis
His blog 

“baby steps”

https://github.com/nikomatsakis
https://smallcultfollowing.com/babysteps/blog/2024/06/02/the-borrow-checker-within/
https://smallcultfollowing.com/babysteps/
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✦ Unsafe = Back door against static checking 

‣ In particular, operations on raw pointers (*mut T, *const T) 
that are not protected by static ownership checks

‣ Key pattern: Encapsulate unsafe implementations into safe APIs

Rust’s Key #2: Unsafe

38

Example
struct Vec<T> { 
  ptr : *mut T, 
  len : uint, 
  cap : uint 
}

ptr cap len

v0 … vlen ? … ?

fn index_mut<α,T>(v : &α mut Vec<T>, 
              i : uint) -> &α mut T { 
  assert!(i < v.len); 
  unsafe { v.ptr.offset(i) } 
} Raw pointer manipulation

Safe API



✦ Mutability conditionally allowed for shared borrows 

‣ Usual types (int, String, …): Just immutable when shared

‣ Special types (Mutex, RwLock, Arc, Cell, …) have interior mutability
- Through carefully designed APIs, to satisfy the AXM principle

Rust’s Key #3: Interior Mutability

39

Example

&α Mutex<T>
&α Mutex<T>

&α Mutex<T>

&α mut T

Only while taking the lock

Uniqueness is dynamically ensured by the lock

Acquire
Release



#3 

Formal Verification for Rust



✦ Proving that the software satisfies the specs 

‣ A rigorous way to eradicate software bugs

‣ Practically used in critical domains
- Aerospace, finance, security, etc.

✦ A central topic in software science 

‣ Program logics, especially Hoare Logic (1969)
- Dijkstra’s weakest precondition calculus (1975)

‣ Advanced types can also be used

Recap: Formal Verification

41

Tony Hoare

Rama 
CC BY-SA 2.0 FR

Edger Dijkstra

Hamilton Richards 
CC BY-SA 3.0

https://shemesh.larc.nasa.gov/fm/fm-atm.html
https://commons.wikimedia.org/wiki/File:NASA_logo.svg
https://commons.wikimedia.org/wiki/File:Sir_Tony_Hoare_IMG_5125.jpg
https://commons.wikimedia.org/wiki/File:Sir_Tony_Hoare_IMG_5125.jpg
https://commons.wikimedia.org/wiki/File:Sir_Tony_Hoare_IMG_5125.jpg
https://en.wikipedia.org/wiki/File:Edsger_Wybe_Dijkstra.jpg
https://en.wikipedia.org/wiki/File:Edsger_Wybe_Dijkstra.jpg
https://en.wikipedia.org/wiki/File:Edsger_Wybe_Dijkstra.jpg


✦ Want to verify Rust programs formally 

‣ Significant in the real world
- Rust is often used for foundational software, 

which various applications are based on
• Operating systems, servers, crypto libraries, numerical libraries, solvers, …

‣ Esp. the functional correctness
- The correctness of the output value over every input value

‣ We can take advantage of Rust’s ownership types
- Rust’s ownership types exclude bad situations

Goal: Formal Verification of Rust Programs

42

∀∃



✦ Turn Rust programs into functional models, 
leveraging Rust’s ownership types 

‣ Into models without the global memory state
- Into the “metaphysical” world where everything is persistent

Basic Idea — Turn into Functional Models

43

Plato

Aliased & Immutable Fully Own

Just an immutable value Can track the value change

https://commons.wikimedia.org/wiki/File:Head_Platon_Glyptothek_Munich_548.jpg


✦ Mutable borrows are hard for functional reasoning 

‣ How to “tell” the result of the borrower’s mutation to the lender?
- There is no direct communication when ownership is returned

Challenge: Mutable Borrows

44

Owner

Mutable Reference

Mutable Borrow

T

&α mut T

? How to get 
this value?

No direct 
communication



✦ Model mutable borrows by prophecy 

‣ Prophecy [Abadi & Lamport 1988]: What fetches info about the future
- A kind of time-machine reasoning!

‣ Specifically: Prophecy of the result of the borrower’s mutation

Solution: My Work, RustHorn

45

[Matsushita+ 
ESOP 2020 / TOPLAS 2021]

Owner

Mutable Reference

let      = rand()

assume(     =     )

Can reason that
this equals
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✦ Prophecy can naturally model borrow operations 

‣ By resolving prophecies when releasing ownership
- For advanced operations, prophecies are resolved partially

Power of RustHorn’s Approach

46

fn push<α,T>(v : &α mut Vec<T>, a : T) 
    ensures  ^v = *v ++ a 

fn index_mut<α,T>(v : &α mut Vec<T>, i : uint) -> &α mut T 
    requires i < v.len() 
    ensures  *res = v[i]  &&  ^v = *v { i := ^res }

Resolve the prophecy

Partially resolve the prophecy

Example
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✦ RustHorn [M+ 2020/21] — Fully automated Rust verifier 

‣ By turning Rust code into logic formulas with fixed points
- Interesting examples around recursive data types [V.K.+ POPL 2022]

✦ Creusot [Denis+ 2022] — Semi-automated Rust verifier 

‣ Used for verifying a SAT solver written in Rust [Skotåm 2022]!

✦ RusSOL [Fiala+ PLDI 2023] — Rust program synthesizer 

‣ Synthesizes a Rust program that satisfies RustHorn-style specs

RustHorn & Its Descendants
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✦ Foundational verification of Rust is also studied 

‣ Rust itself is non-trivial and thus should be verified
- Including Rust APIs encapsulating unsafe code

‣ RustBelt [Jung+ POPL 2018] — Foundation for Rust
- Proved memory & thread safety guarantees of Rust’s ownership types

• Modeled Rust’s ownership types in Iris Separation Logic [Jung+ POPL 2015]

‣ RustHornBelt [Matsushita+ PLDI 2022] — Foundation for RustHorn
- Extended RustBelt to prove RustHorn-style reasoning sound

Foundational Verification of Rust
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✦ Powerful semi-automated Rust program verifier 

‣ From Microsoft Research, very actively developed
- Playground, LSP, standard libraries, tutorials & references, …

‣ Extends Rust’s ownership type system with an SMT solver
- Can flexibly verify unsafe Rust code in a style like separation logic

‣ Already applied to practical Rust verification projects
- 2 (out of 3) best papers of OSDI 2024 used Verus

New Rust Verifier, Verus
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[Lattuada+ OOPSLA 2023 / SOSP 2024]

https://verus-lang.github.io/verus/verus/logo.html
https://github.com/verus-lang/verus
https://github.com/verus-lang/verus


✦ Verus Playground https://play.verus-lang.org/ 

‣ Just write code with assertions and push “Verify”!

Let’s Try Verus Out

50

https://play.verus-lang.org/
https://play.verus-lang.org/?version=stable&mode=basic&edition=2021&gist=1f011f7ac512e83ae4f9977d69f42bb3
https://play.verus-lang.org/?version=stable&mode=detailed&edition=2021&gist=d9de5a2361ee09eb160fd9d934a6afa6
https://verus-lang.github.io/verus/verus/logo.html


Hopes for the Future
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https://www.microsoft.com/en-us/research/project/practical-system-verification/
https://dl.acm.org/doi/pdf/10.1145/3694715.3695952
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