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My hobbies

4+ Music: Piano & Improvisation

» Mainly classical: Bach, Debussy, Chopin, ...

- Was a leader of the UTokyo Piano-no-kai

> Also, jazz, celtic, techno, ...

- Jazz at Zac Baran near Kumano Shrine

4 Ballroom dance
» Started during my Ph.D.
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Jazz session at Zac Baran

Ballroo dance in Osaka
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Science of Software




What was ancient human life like?

4+ Full of dangers & uncertainties in nature

» Technologies were developed to just survive

4+ The stars in the sky move in a mysterious order



Antikythera mechanism Ancient Greek, ~150 BC

4+ Oldest known analog computer

» Models the solar system

» Could be used to predict
astronomical positions & eclipses

progLyrcentini

Logg Tandy CC BY-SA 4.0
BY-SA 3.0 - .




ustrial Revolution 1760 - ~1840,~1870 - ~1914

Great change in the global economy

\

> Water & steam power — Electricity

» Machines have become vital

Jacquard loom 1804

> Punch cards instruct
complex weaving patterns

» Origin of programming I .
I A TN  HINY:

hcdickson

GBY-SAMO
Jacquard loom Punch for cards



Digital computers

+

ENIAC Electronic Numerical I 945

Integrator And Computer

> First general-purpose digital computer

» Developed at the University of Pennsylvania

» Financed by the US Army

- Used for research on building hydrogen bombs

Physicist
John Mauchly

Engineer
. Presper Eckert

Mathematician ENIAC on a Chip, 1995

John von Neumann .



Software & Bugs

2700 - 7037

4+ Software =What instructs computers  © e
» To achieve high-level goals for humans

> Built from programs & data

4+ Bug = Design error in software

4+ Bugs can really cost

> Example: NASA’s Venus flyby Mariner | in 1962
- Launch failure due to a spec bug, ~$200M loss

11



& engineering
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4+ Solid general methodologies to e
. . ™ |- argaret
develop high-quality, bug-free software amilton
| 936-

» M. Hamilton coined “software engineering”

- She led the development of flight software
for NASA’s Apollo | | in the 1960s

» Scientific curiosity & Pragmatic usability

» Programming languages, types,
testing & verification, fail-safety, ...

@& LANGLEY FORMAL METHODS
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History of

— Philosophy & Mathematics

All men are mortal.
All Greeks are men.
Thus all Greeks are mortal.

MaPSaM;:SaP
Syllogism

Aristotle 384-322BC Euclid ~300BC

{515 ¢S}
Russel’s paradox

%5443, F:a,Bel.dD:anB=A.=.avBe2
Dem.
F.%5426.DFa=tz.8=1y.D:avBe2.
[%51-231]
[%1312]
F.(1).%11'11'35.D
Fr(ga,y).a=tz.B=1ty.D:avBe2.
F.(2).%11'54.%52'1. D F . Prop
From this proposition it will follow, when arithmetical addition has been
defined, that 1 +1=2.

zFy.
dAreaty=A.
anfB=A (1)

mmom

i)

canB=A 2)

Bertrand Russel """~ |
1872-1970 Principia Mathematica

Kurt Godel
[906-1978

BEGRIFFSSCHRIFT,

DES RETNEN DENKENS.

vox ‘ \
D" GOTTLOB FREGE.
PRIVATIOUCKNTES NEK WATHEMATIE AN DEX CNIVRATAT JRNa

The Elements Begriffsschrift

Axioms Gottlob Frege 1848-1925

Gadel’s 2nd Foundational crisis

incompleteness  of mathematics

theorem What is the

, mathematical truth?
Any consistent formal

system cannot prove What is a limit
its consistency of a finite machine?

13



History of

+

+

+

1940’s Physical settings

» Plugboard wiring & switches

1947 Assembly languages

» Transliteration of machine code

1952 Programming languages

> High-level abstraction

> Various designs explored

0013 RESETA EQU $00010011
0011 CTLREG EQU $00010001
C003 86 13 INITA LDA A #RESETA
C005 B7 80 04 STA A ACIA
Cc008 86 11 LDA A #CTLREG
CO0OA B7 80 04 STA A ACIA
COOD 7E CO F1 JMP SIGNON
1972 1991 3
C Python
HE [ 995
J )
avdad e
R ANGUAGE. 2009
e Go ©C
and so on ...

14



in programming languages

4+ Labels on data in computation
123 : Int

"Hello" : String

» Describe kinds, attributes, permissions, etc.

» Systematic way to prevent bugs in programs

Program Type check Computer execution
. 1 +2 = PASS =) . 3
B &
1+ "2" = TYPE ERROR @ OXBEEF1? "12"7?

Int & String can’t be added j& BUG

15



History of types

+ 1903 Russel’s work on types for logic
» To avoid Russel’s paradox {S | § € §}

+ 1940 Church’s simply typed lambda calculus

> Types for a formal model of computation

+ 1958 Types for programming languages

» TJo prevent bugs in software

1. Type declarations
Type declarations serve to declare certain variables, or functions, to represent quantities of a
given class, such as the class of integers or class of Boolean values.

Form: A ~ type (1, I, mvawaw, L, I[ ], mvawaw, I[,], swawaw, I[,,], swawaw) Where type is a symbolic AI I 58 R CACM
representative of some (ype declarator such as integer or boolean, and the I are identifiers. g O epor t,

Throughout the program, the variables, or functions named by the identifiers I, are constrained
to refer only to quantities of the type indicated by the declarator. On the other hand, all variables, AIO nZO Ch urCh

or functions which are to represent other than arbitrary real numbers must be so declared.

16


https://www.softwarepreservation.org/projects/ALGOL/report/Algol58_preliminary_report_CACM.pdf/

Formal

4+ Prove that the software satisfies the specifications

OEY

€& LANGLEY FORMAL METHODS

» Rigorously eradicate software bugs

» Real-world use in critical domains

- Aerospace, automobile, finance, security, ...

4+ Central topic in software science

» Program logics, especially Hoare Logic '6%

- Dijkstra’s weakest precondition calculus 75

» Mathematical logic at work

Tony Hoare

17



Now in the Information Age 1947 - Present

& engineering can help shape
a great future of information technology and our lives

18



The Fun of Rust




The programming language

4 Rust makes the software:
Software science

» Performative — Low-level controls like C/C++ : is advancing the real world

Y 4 >

’- ----------------------

» Secure — High-level safety guarantees by ownership types

» Developed fast — Modern language features & ecosystem

R“St GET STARTED I 9 72 I 9 8 5 JavaScript

Version 1.83.0

A language empowering everyone TypeScript

to build reliable and efficient software.
Rust

Bash/Shell

Why Rust?
Go

Performance Reliability Productivity

Rust has been the most
admired language for 10 years

20


https://www.rust-lang.org/
https://survey.stackoverflow.co/2025/technology

Rust in the real world

New Native Code

4 Rust serves a lot in real-world software
» Google’s Android OS

- Rust reduced vulnerabilities

» Moazilla’s Firefox web browser

- Rust was born from and raised by Mozilla

> Security & performance
- VMs: AWS’s Firecracker, Google’s crosvm

- Language engines: Deno,VWasmer

2]


https://security.googleblog.com/2022/12/memory-safe-languages-in-android-13.html

Rust: Case for Googlers

4+ A survey on >l k Google software engineers in 2022

> ~6/% got confident in writing Rust ”
just in 2 months .
> Over 50% felt as productive in Rust a

as in other languages in 4 months

Time until confident writing Rust

> ~85% felt more confident in correctness =
in Rust than in other languages

> Jop challenges in learning Rust:
Macros, ownership/borrowing, async

22


https://opensource.googleblog.com/2023/06/rust-fact-vs-fiction-5-insights-from-googles-rust-journey-2022.html

Rust, more technically




Divide the difficulties

SSSSSSSS

r, pELAEIRRE  The second: to divide each of

la verité dans les{ciences.

. Prus
LA DIOPTRIQVE

the difficulties under examination into
e @S many parts as possible, and as might
be necessary for its adequate solution.

, Discourse on the Method, Part Il
René Descartes 1596-1650

4+ To overcome the difficulties, divide them

» Then compose the reasoning about the parts

> Modularity & Composability = Scalability @

24



Difficulties in computation

4+ ldeally, everything is just persistent

» Metaphysical world of Platonic Forms

» Usual mathematics works in this setting

4+ Physical computation breaks things

> |nevitably deals with mutable state, ﬁ
e.g., the memory and the environment y ==

» Reasoning about mutable state is hard B4 &

- Naive reasoning can break by state update

25



Girard’s linear logic

4+ Logic with non-persistent propositions

» (Can reason about mutable state

> Applications to computer science

LINEAR LOGIC* 1 (axiom). —A . , — |
L, A i \ ! b \ |
) ana—L

~A.C FBD_ FABC
}.._A@ B, C, D 3 '_A ‘? B’ C a ((a = a) = &\)J-n ?(a ;aJ-) €?a

“La secrete noirceur du lait...”

a —o a) aJ— ?la ® aJ-) ?(a m aJ-)

(Jacques Audiberti)

2 24
(a =0 {(a — a) =)t:'1)J“v aJ- (a =0 a) » a
v - w
* Because of its length and novelty this paper has not been subjected to th¢ normal process of intl a o ((a-—0 a) »a)
refereeing. The editor is prepared to share with the author any criticism that eventually will be expressed | inth it |

¥

concerning this waork.

int -0 int

26



From linear logic to Rust

4+ Rust’s ownership types originate from academic studies

> Rust is the first to put ownership types into full practice

Linear logic Linear types Cyclone
Girard 1987 Wadler 1990 Grossman+ 2002
Borrows

Region types

Tofte & Talpin 1994
Rust @Q
Ownership types

Clarke+ 1998 Matsakis+ 2015

—A, C l—B,D® F—A,B,C.W
~A®B,C,D ~° ~A®B,C

27



Days before Rust

"l 2 Introduced Heartbeat - Malicious usage
Hecl rtbleed "I 4 Disclosed & fixed W

Server, send me | Server

this 500 letter bird. Server
master key is

Severe bug in OpenSSL, a widely used Client ;;‘;fgjf.gg;gff; 3143149853105
. o o - ser Carol wants
library for secure communications

to change
password to
"password 123"...

Memory corruption caused by C | -

4+ Severe vulnerabilities due to memory corruption

o CVE Vendor Product Type
> La ngu age S I I I(e C/C + + a re n Ot m e m 0 ry- Safe ! CVE-2019-7286 Apple iI0S Memory Corruption
CVE-2019-7287 Apple i0OS Memory Corruption
CVE-2019-0676 Microsoft Internet Explorer Information Leak
> ~ 70% Of Ze r'o - d ay attac I(S - ) I 9 Ste m frO m CVE-2019-5786 Google Chrome Memory Corruption
CVE-2019-0808 Microsoft Windows Memory Corruption

m e m o ry co rru pti O n L G O Ogl e P roi eCt Ze ro CVE-2019-0797 Microsoft Windows MeNPEZERO

28
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Aliasing AND Mutability is dangerous

4+ Aliased mutable state is the core source of bugs

Example A dangling pointer caused by a data race

@

vector<int> v { 0, 1, 2 }; int xp = &vI[0];
v.push_back(3); xp = 7; // Data race!
printf("%sd\n", vI@]); // Prints @, not 7

V

Even worse, this can cause

Dangling D a buffer overflow, leaking secrets!

pointer \@12’70152535

7 Reallocation

29



bans Aliasing AND Mutability

4+ Rust’s ownership types ban “Aliasing AND Mutability”

Example 1ot nut v = vectlo, 1, 21; let p = anut viel;

v.push(3); *p =7; // OWNERSHIP ERROR
println!("{}", vI[0]);

error[E0499]: cannot borrow v as mutable more than once at a time
| «..; let p = &mut vI[0];
| — first mutable borrow occurs here
| v.push(3); xp = 7; // Data race! Bug detected!
-~ m——— first borrow later used here
| second mutable borrow occurs here

30


https://play.rust-lang.org/?version=stable&mode=debug&edition=2021&gist=8f2f1bde6e610dc3445803020e167598
https://play.rust-lang.org/?version=stable&mode=debug&edition=2021&gist=8f2f1bde6e610dc3445803020e167598

Ownership for Aliasing XOR Mutability

4+ Each resource is either aliased or mutable, never both

4+ Managed by ownership = access permission

Aliased & Immutable & Exclusive

&Read-only

e

Unique

31



Rust’s key idea:

4+ To borrow ownership temporarily
» No direct communications needed when releasing ownership

Lifetime a
[
Exclusively owns a region 1 Retrieves ownership

i
T e
T e

Automatically

Mutable borrow \ returns ownership;':

Mutable reference ' "Releases Timing res"‘.lcfl.OH
S&emut T :ownership: t(Release) = Lifetime

Can freely update the region

32



My research on Rust



Formal verification of Rust programs

4+ Significant in the real world

®m»

4+ Can take advantage of Rust’s ownership types V -

» As Rust is widely used for foundational software

» Operating systems, servers, crypto, ...

=" Microsoft Research

Rust Verification Workshop

Practical , H Ig h- Fifth Rust Verification Workshop
Performance
Verification in Rust

(RW2025)

May 5-6, 2025
co-located with ETAPS 2025, Hamilton, Canada

34
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Basic idea: Rust info mathematical models

4 Turn Rust programs into mathematical models

» Leverage Rust’s ownership types

> TJo the “metaphysical” world where all is persistent

Aliased & Immutable Fully own

809 W

Just an immutable value Can track the value change

35



Challenge: Mutable borrows

4+ Mutable borrows are hard for functional reasoning

» How to “tell” the lender the result of the borrower’s mutation?

T e
T e

No direct -
MUtable BOI‘I‘OW communication

Mutable Reference % E
&o mut T I

> How to get
® this value?

.
“’
.t

36



Matsushita+

Solution: My work, RustHorn ESOP'20 | TOPLAS'2 |

PO SN

4+ Model mutable borrows by prophecy A4
» Prophecy [Abadi & Lamport '88]: Fetches info about the future

- Specifically, the result of the borrower’s mutation

Owner @

let % = rand() \

Mutable Reference “)

Can reason that

37



Power of RustHorn’s approach

4+ Prophecy can naturally model various operations

> By resolving prophecies just as ownership is released

Example

fn push<a,T>(v : & mut Vec<T>, a : T)

ensures “v = %xv ++ a Resolve the prophecy "Q'Q?’

fn index mut<aq,T>(v : & mut Vec<T>, i : uint) —> & mut T

requires i < v.len()

ensures xres = v[i] & “v = xv { 1 := “res } ='§;7
Partially resolve the prophecy g7

38



RustHorn’s approach at work

4+ Demonstrated in diverse contexts

» Fully automated Rust verifier RustHorn [Matsushita+ *20/21]

- Automatically find invariants with CHC solvers [Bjgrner+ ’|5]

» Semi-automated Rust verifier Creusot [Denis+ '22]

- Used for verifying a SAT solver written in Rust [Skotam "22]

» Rust program synthesizer RusSOL [Fiala+ 23]

- Synthesizes to satisfy RustHorn-style specs & ownership constraints

» Refinement-type based verifier Thrust [Ogawa+ "25]

39



Foundational verification of Rust

4+ Metatheory on Rust’s core features

» Ownership types + Extension by Rust APlIs
» RustBelt [Jung+ ’18]

- Memory & thread safety of Rust’s ownership types

- Modeling types in separation logic [O’Hearn+ ’01], 2 variant of linear logic

> RustHornBelt [Matsushita+ '22] {IR}

- Extended RustBelt to prove RustHorn-style reasoning sound

- Modeled nestable prophecies in separation logic

40
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Future research topics

+ Beyond Rust’s ownership types

R} -

- Compare program behaviors under Rust’s types

+ Different angles @

» Synthesize programs & proofs with Al

> Practically verify more low-level code
» Reason about shared mutable state

» Prove contextual refinement & equivalence

> Apply to hardware & quantum computing
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