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RusTHoRrN &} automates functional verification of safe Rust
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- Take advantage of automation techniques!
« CHC (RUSTHORN), Why3 (CREUSOT [Denis+ 21]), ...

 Key idea: Mutable ref ma repr'ed as a value (a, a’)

* a — current value
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RustBelt's type system + Func Spec

T I 4T ~ O
typing judgment func spec

predicate transformer
|T'| = Prop > post — pre € |T|—Prop
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Vec<T> — Growable, heap-allocated array
fn push(mv: &mut Vec<T>, a: T)

fn index_mut(mv: &mut Vec<T>, i: int) -> &mut T

[Vec<T>| = List |T|
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RUSTHORN’s Spec for index_mut

mv: &mut Vec<T>, i:int F index_mut(mv,i) — ma. ma: &mut T

~ A post, ((v,V'),i). 0<i<|v|] A

va'. v’ = v{i:=a'} — post(v[i],a’)

resolution prop*hecy
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RustHorn & — Mutable ref as (a,a’), @ is prophecy Q
< Semantically model this in separation logic IRIS?

Prior work [jung+ 201 — Not flexible enough

Our solution & — A £ Future — A
i.e., reader monad over every possible future i
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In the Paper, Also...

- More on type-spec system &
key Rust APIs (Vec, IterMut, Mutex, ...) (§2)

- More on parametric prophecies +Q &
Model of mutable ref &mut T &
Proof sketch of key type-spec rules (§3)

- Coq  mechanization details &
Automation benchmarks in CREUSOT (§4)
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